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AFIS Committee Minutes

The International Association for Identification (IAl) AFIS Committee convened in Charleston, WV, on
24 July 2000 for a business meeting. The AFIS Committee Co-Chair, Peter Higgins, took roll and
presented the agenda for the meeting. These minutes reflect the key discussions and decisons from the
mesting.

1 Committee Meeting Agenda

Role call and introduction of participants

Review of Agenda:
- Report on FBI/OHIO/US Customs study on "less than 10 fingers'. - Tom Hopper
and Mike Powers
Report on West Virginia State AFIS — Tom Hopper
Report on Minutiae based records for AAMVA — Peter Higgins
Report on minutiae based records for IAF S —Tom Hopper
Interest in January 2001 mesting — All
Report on latent use by others than the FBI — Steve Meagher
Discuss studies and demondirations of interest —to see if the committee will sponsor
them—All
Report on NAFIS—Dr. Fred Preston
Report on Interpol-Europe sharing of digital fingerprint records — Roland Gander
Demondtration of an attack on asingle finger biometric system — Robert McGrath

New Business

Discussion of next committee meeting to include location, purpose, etc. If the
next meeting isin January, which day and which Coast are best for members?
Other topics as proposed a the meeting.


Ed German
These minutes were approved 23 February 2001.
--Ed German
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2 Roll Call

Thirty one people attended the meeting. Ken Moses, Committee Co-Chair, was unable to attend the
meseting due to afamily wedding. A detall list with email addresses is atached.

3 Miscellaneous New Business

The Committee Chair tarted the meeting with a brief report on severd ad-hoc items.

Review of AFIS Committee presentations at the conference and plans to introduce
speakers.

Review of comments on the proposed agenda and two new toics that had been
suggested: Mike Lesko to address an APB Task Force and Phil Colby of
Vermont'sinterest in criteriafor adding ten print and latent imagesto an AFIS

repogitory.
4 Business Session

4.1 Report on FBI/Ohio/US Customs Study on Using Lessthan 10 fingers
for Applicant Background Checks

Mike Powers, from the Attorney Generd's office, State of Ohio, described their progress
conducting background checks using WebCheck for state applicants. In 1998 Ohio started
Webcheck for civilian background checks. Of the 450,000 civil checks done since then they have
had a 2% hit rate. The searches are based on 2 fingers — flat impresson. The FBI is sudying
whether thisis acceptable for a gun check and other mandated uses of fingerprints.

Using staff on two shifts Ohio is able to process civilian background checks within one week of
submittal. Before implementing WebCheck they were often running over the 45-day limit. He
noted that WebCheck applications are generally returned within 3-5 days.

After initid implementation, they are currently thinking of having the goplicants perform their own
data entry and are reassessing the application of afee-for-service. Future plans cal for using the
fingerprints imbedded in the magnetic dripe on driver licenses. If the gpplicant has not been a
resident during the last five years they would have to submit afull set of fingerprints for
veifications

Tom Harper discussed the concerns regarding legacy systems and “less than 10 finger” systems.
Many of these older systems did not address the 'less than 1 inch' question for fingerprints. He
a0 discussed some problems with sequencing of prints and problems associated with running the
test project with Ohio for only one year.
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4.2

4.3

Higgins questioned whether or not Customs is o going to single print reader. Hopper then
discussed relationships between FBI and INS. FBI wants to get away from Name checksand is
exploring the need to get better fingerprint checking processes. The FBI wants to acquire the
ability to handle flat impressons aswell asrolled in |AFIS searches They recognize that they need
backward compatibility to states running different systems. If FBI could accept 4 finger flats (from
2 hands) and 2 thumbs they could avoid the sequencing problems.

One of the biggest problems to accepting flat impressionsis the cost of the scanners. Ohio's
scanners are down to approximately $1,200 each. In alive-scan environment costs are a critica
component in the decision process. AFIS vendors want to see the potentia financid vauefor this
project before they will spend R& D money on development of this capability. The Congress
wants to see more work done in this arena for the INS but there are no additiona dollars at the
federd leve for this year.

The importance of qudity flat impressions was discussed. Higgins noted that the INS has had
terrible results with the flat finger impressions at the border crossings in Cdifornia, not because
the vendor’ s equipment is faulty, but, because the people taking the prints are not properly trained
and do not take the time to capture quality prints. To expedite the processing of the thousands of
individuals coming across the bordersillegdly, INS agents and Border Petrol officers often
override the quality acceptance features of the fingerprint readers.

Roland Gander, Swiss Nationd Police, indicated that their equipment will not permit processing
to continue if the prints are not of an acceptable quaity. The Swiss Nationd Police take 10 prints
and check on 2. If thereis a hit, they then check on dl 10 prints. They stopped running name
searches 6 years ago and rely solely on the 2 finger checks with good results.

WV AFIS System

Hopper indicated that the state of West Virginiawas in the process of buying their own AHS
system that will be housed, at least temporarily, in the FBI Clarksburg facility. The FBI
converted gpproximately 500,000 cards for the WV system but the operation and population of
the system will be the responsibility of WV officids. It is based on the FBI’s A—109 Comptition
demonstration model’ s hardware and software.

AAMVA Status

Higgins gave an overview of the status of the minutiae based fingerprint standard devel opment
effort being conducted by AAMVA. The AAMVA standards working group, headed by Goeff
Sagle, AAMVA, and Creed Jones, Sagem-Morpho, has devel oped a set of criteriafor the
sngle finger reader that is compatible with the BioAP! and the ANSI Type 9 minutiae format.
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4.4

4.5

FBI Minutiae Based Records

Hopper indicated that to date the FBI has 8-10 organizations that are submitting minutiae based
latent records in a'lights-out’ basis. The FBI has found that it is only using 10% of their capacity
to process latent prints. To improve the access rates, they are encouraging the use of e-mail with
encrypted-modems for submittal. The FBI will make these encryption-modems available to states
that wish to hook their latent processing directly to the FBI. In addition, the FBI intends to have
implemented a Certificate Authority for NICS that will permit encrypted submittals. To date, only
Texas has set up adirect connection for this function. Roy Weise, a the FBI in Clarksburg isthe
POC for these activities.

The encrypted-modems will dlow latent shops to go directly to the FBI without going through the
State's latent check process. Local latent shops could access the state€'s FBI mail box. They
would submit the latent to the state AFIS and then go directly to IAFIS. Any ANSI/NIST
standard format latent can be submitted.

Internet submittal is about 6 months away. The encrypted-modem will cost approximately $1,000
sest but the FBI will pay thisfee, a least initidly. Once the digita certificate program is put in
place, submission capability fees will probably drop to $5.00 per seet but that cgpability isHill in
the future.

The FBI intends to implement the encryption system for gun checksin Wal Marts and other large
digtributors by the end of the year.

Peter Komarinski emphasized that loca agencies will still have to check their state AFHIS systems
before going to IAF S and asked whether the origina number of inquiries per sateis il in effect.
Hopper indicated that the search redtrictionsin place before |AFIS was up and running were
based on everyone having full access cagpabilities at the same time. Since this has not happened,
the number of latent searches is not keegping up with capacity and therefore the FBI is not putting
any limits on the number of submittas

L atent Use for Purposes other than Category Crimes

At the January 2000 meeting Ken Moses discussed the possibility of submitting latent prints
crimesthat did not meet the FBI's criteria for category crimes on the premise that many of the
crimes, eg., burglaries and thefts, were the sdlary crimes for individuas who are eventudly
convicted of category crimes, e.g, murder, kidnapping, etc.

Hopper indicated that the FBI has no software that screens searches and that at this point the FBI
will accept searches, regardless of the type of crime. They recently had acasein NY where prints
for someone passing a bad check resulted in catching a 27 year old murder.
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4.6

Meagher reiterated that although the FBI origindly asked states to prioritize searches those
priorities are not being used now and they are encouraging remote searches for any type of crime.

Meagher and Hopper presented the following statistics on IAFIS usage by organizations other
than the FBI.

USArmy CrimeLab 2 searches per latent - 30 cases

New York State 8,079 latents submitted — 54 idents made for 54 cases
Texas 190 searches -3 idents

lllinois 550 searches - 7 idents

FBI Latent Section 389 |atent idents

Komarinski reported what have they done with RFES where they are finding that usng IAFHS
with State AFIS system improves qudity greetly - different prints - different matching agorithms
- different matchers, etc., dl add up to more idents.

UK NAFIS Status

Dr. Preston reported that hey are performing a phased roll out and they went live Sept 11, 2000
when NAFIS was hooked up to the nationd crimind history system. To date the system has
been up and running 99% of the time.

In the crimina system there are gpproximately 750,000 10 print forms. (U.K. does not keep
non-crimina 10 printsin the system.)

The UK hasanationd police force with 43 police forces throughout the England and Wales. At
the present time 29 of the police forces are linked to NAFIS. They expect that al 43 will be on-
line by April 2001. NAFISis used for both 10 print and latent work. All searches are done at
centra station although the 29 remote | ocations have large cached databases where they can
select where to look for latents. All 10 print records are checked againgt the full complement of
national 10 print records.

Latent search time is down to 20 minutes and has resulted in a need to change their business
processes aswell as an increased interest in doing things differently. They had originaly estimated
that 5% of latent processing would be from locd police agencies—it is actualy running a
agpproximately 15%. Processing of 10 print recordsis now running at 50 percent more than
expected. Business practice changes have resulted in more speculative searching. In one area,
the police force had so many hits that they didn't have enough police to arrest dl of the suspects.

NAFIS has resulted in more than 17,000 idents from latents since September 1999. The system
is processing gpproximately 1,500 latents per day. Approximately 85% of the first place hits are
idents.
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4.7

Because of the success rates, police are reopening old cases that have been put away and are
searching the system & getting results. In one ingance an individua in Waes, sopped for not
wearing a seetbelt, was fingerprinted. The NAFIS search reveded that the individua was using
an dias and that he was actualy wanted for an armed robbery of £5.5 million.

A live-scan pilot was started in Sussex in June. They expect that it will be fully operationa by the
fdl of 2000.

NAFIS uses a RAID technology storage system for its database of 4.5 million images. Recently
they swapped out 5 terabytes of image storage for maintenance without any negeative impact. The
database is digtributed across a number of different RAID machines to do approximeately 2
million searches per second. Mogt of the 10 prints come in on paper and are scanned using
Cogent scanners for both latent and 10 print work. Compression isin JPEG format.

I nter pol-Europe -- Sharing of Digital Fingerprint Records

Roland Gander, Swiss Nationd Police, presented a brief overview of the satus of Digital
Fingerprint Records Sharing by Interpol and the European police communities. He reported thet a
Sagem-Morpho sysem was ingdled in April and initia testing is completed. The second round of
testsis scheduled to begin soon. However, the interface capability for eectronic submisson is not
yet available.

The Interpol standard is based on ANSI/NIST and the UK implementation document. To-date 9
countries have FITS (Fingerprint Image Transmisson Stations) (Switzerland has one). The
10 print/latent/photo stations from Bull -- make it easy to transmit images.

Another project EuroDac - for refugees - allow all statesto check other applications for refugees
to prevent duplicate records and missed identifications.

4.8 Vulnerability of Single Finger Scanners

Robert McGrath and David Hal, Printrak Internationa gave a demondration of how they esslly,
and chegply, bypassed a single finger biometric access control device by lifting afingerprint from
asgngle finger reader and using the lifted print to gain access to the "protected” system. They
pointed out that the consequences of having just one person having bad experience with
fingerprint access devices casting doubt on the entire process.

There was a brief discusson of the attack and other sudies:

Using a $39.00 software package (Fingerprint Kit) they were able to hack into a
demondration system at dl three levels of security.
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Problem will be & ATMs where there is no supervison -

Three years ago — the US Government performed tests on how to beat biometrics
-- virtudly al of them can be beaten under the “perfect” conditions. Big difference
between not being identified and convincing the machine your are someone dse.
Iris Scan errors — easy to make your eye look different so the system will not
recognize you. Hard to make a mis-identification when you want it to conclude that
you are someone other than yoursalf.

Bio Consortium and some vendors/academicians are looking at additional
physiologica teststo verify liveness of users of biometrics

4.9 |AFISInterface Taskforce Report

Mike Lesko reported on the IAFIS Interface Task Force established by the APB. The issues
are centered around fingerprint submittals that meet State processing critela but are rgjected by
the FBI. The Task Forceis dedling with 10 print sde of CJS to address the problems. They
have asked states for fingerprints that should have been accepted by the FBI. So far they have
identified saverd problems:
Sequence Checking problems — a design problem with the displays at technica search
dations at FBI. The FBI has adopted a policy to not reject on this criteria.
Bandaged rgects - UPin type 2 records - Criminas - FBI will verify a bandaged
fingerprint but will not add it to databases.
Non criterion offenses - Legd said regulations won't let them be searched.
Data Quality Issues- CCS & ORI tables - changes have been worked and are better.
Retention Code problems - SRA & S responses not provide enough information to match
up; ERR message not aways consistent; Text code and descriptor don't aways match.
Infrastructure/routing issues - states need | P addresses at the FBI having trouble getting the
FBI to authorize these.
States having problems having requests routed through the system based on the ORI.
Large number of fingerprint submittals originaly rejected were resubmitted and accepted
because problems were resolved.

4.10 Fingerprint Quality for Inclusion in Databases

Phil Colby, Vermont DPS, had asked Higgins to raise the following Issue

Isthere aqudity threshold below which fingerprints and latents should not be added to
databases? They performed a study of hit rates for al three sates that share the same AFIS and
al were very different. Why will that be? Higgins made the observation that the red use of AFIS
technology isto catch liars and solve unknown latents. That depending on the sequence of use—
before or after a name search, etc. can grestly drive perceived performance.
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Phil thought that maybe his state was throwing things away because they were being too tough on
what it was they were adding to the repository or running latent searches on. Peter Komarinski
suggested going to Thursday lecture on this very topic. After the meeting Higgins got Komarinski
and Colby together viae-mail to discuss Komarinski’ s lecture and handouts.

5 FutureBusiness

Suggestions for January 2001 Mesting were discussed and there was strong support for continuing
the tradition.

5.1 Scanning Quality Issues

Mike Lesko suggested that the Committee conduct a study of the 1000 vs 500 ppi issue. 1s500
ppi redly a problem for latent images? What isthe redl difference in accuracy? Fred Preston
suggested that the committee should look at the business impact of going to 1000 ppi aswell as
the accuracy issues.

Meagher indicated that the study should take into account the increased rate of inconclusive
comparisons as aresult of 500 ppi vs 1000 ppi, especialy when inked cards are not available.
Image qudity ether inink or live scan formats is the more compelling of the issues. The ppi issue
may take aback seat if capture quality is better. Meagher noted that the Al Fingerprint
Committee took an opposite view of this problem than the AFIS committee took.

Steve estimates that only gpproximately 30 percent of latent fingerprints in a case are suitable for
AFIS searching - to increase that number we will have to up the resolution and improve the agorithms.

Bunbury acknowledged that quality is huge issue. After some discussion Higgins suggested that
perhaps the committee might do a study of quality from different AFHS vendors looking at a
common agorithm for quality. Komarinski noted that rescanning their 10 print card database
generdly improves quality of the resultant digital database. This of course can not help live scan
image records.

Frederick Biarnes noted the need for atool that will force people to take better prints and for end
to end accuracy tests. While Burzinski said theissue is training and some sort of recognition for
good prints — perhaps a TQM type process is a so needed.
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IAl - AFIS COMMITTEE MEETING - JULY 24, 2000 - Charleston, WV

PARTICIPANT LIST

Sheriff's Office

NAME AFFILIATION PHONE E-MAIL ADDRESS FAX
NUMBER
Biarnes, Frederic Sagem Morpho Frederic.biar nes@sagem.com
Briefs, Wally Cogent Systems Wally@cogentsystems.com
Bunbury, Lloyd RCMP 613 998-6388 | Lloyd.bunbury@rcmp-grc.gc.ca 613 993-1948
Burzinski, John NEC 847- Jbur zinski@nectech.com
Carlson, Carl J. Kansas Bureau of Carlson@kbi.state.ks.us
I dentification
Downs, Marilyn LAPD M dandjo@msn.com
Eaton, Wayne Sagem Morpho Waynee@mor pho.com
Eaton, Jeri King Co, WA Jeri.eaton@metrokc.gov

Gander, Roland

Swiss National Police

Roland.gander @bap.admin.ch

Garris, Michael NIST Mgarris@nist.gov

Gaynor, Mike SFPD MmImkk @aol.com

Hall, David Printrak Dhall@printrak.com

Haluska, James Printrak Haluska@printrak.com

Hasty, Danny Printrak Dhasty@wor ldnet.att.net

Higgins, Kathy HAI 202-625-7780 | KM Higgins@aol.com 202-625-7781
Higgins, Peter T. HAI 202-625-7780 | Peter HAl @aol.com 202-625-7781
Hopper, Tom FBI 202-324-3506 | Teh@cais.com 202-324-8826
Komarinski, Peter NYSDCJS 518-485-7670 | Komarins@dcjs.state.ny.us 518-485-1859
Lesko, Mike Texas DPS 512-424-2524 | Mikelesko@txdps.state.tx.us 512-424-5911
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NAME AFFILIATION PHONE E-MAIL ADDRESS FAX
NUMBER
Maynard, MonalLisa | Ohio BCI MImaynar d@og.state.oh.us
McCabe, Michael NIST M ccabe@nist.gov
McGrath, Robert Printrak 714-238-2036 | Robertm@printrak.com 714-238-2049
M eagher, Steve FBI L abfsu3@fbi.gov
Mizoguchi, Masanori | NEC +81-3-3456- | Mizo@s4.gsd.mt.nec.co.jp or ma- | +81-3-3456-
5295 mizoguchi@cd.j p.nec.com 8335
Mungovan, Rob Aware 781-687-0367 | Rob@aware.com 781-276-4001
Oby, Douglas Printrak Doby@printrak.com
Power s, Michael State of Ohio 740-845-2204 | M power s@ag.state.oh.us 740-845-2021
Preston, Fred PITO UK - NAFIS Fredprestoin@compuser ve.com
Schmidt, Gerry Cogent Systems Gerry@cogentsystems.com
Tymeson, Mike NYSDCJS 518-457-6174 | Tymeson@dcjs.state.ny.us 518-457-6550
Wilkie, Larry NC SBI Lwilkie@mail.jusstate.nc.us
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