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Disclaimer

The views expressed in this article are those of the 

authors and do not necessarily represent the views of 

the United States Secret Service or the United States 

government. References to a specific manufacturer or 

product are for information purposes only and do not 

imply endorsement by the authors, their employers, or 

the United States government.



Robert Ramotowski          11 August 2017

U.S. Department of 

Homeland Security

United States

Secret Service

3

ISO/IEC 17025:2005(E)

Requirements
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ISO/IEC 17025:2005(E)

 Section 5.4.5.2

 The laboratory shall validate non-standard methods, laboratory-

designed/developed methods, standard methods used outside their 

intended scope, and amplifications and modifications of standard 

methods to confirm that the methods are fit for the intended use.  

 The validation shall be as extensive as is necessary to meet the needs of 

the given application or field of application.  

 The laboratory shall record the results obtained, the procedure used for 

the validation, and a statement as to whether the method is fit for the 

intended use. 
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ISO/IEC 17025:2005(E)

 Section 5.4.5.2 (NOTE 2)

The techniques used for the determination of the performance of a method 

should be one of, or a combination of, the following:

 Calibration using reference standards or reference materials

 Comparison of results achieved with other methods

 Inter-laboratory comparisons;

 Systematic assessment of the factors influencing the result;

 Assessment of the uncertainty of the results based on scientific 

understanding of the theoretical principles of the method and practical 

experience.  
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ISO/IEC 17025:2005(E)

 Section 5.4.5.4

 Prior to implementation of a validated method new to the laboratory, 

the reliability of the method shall be demonstrated in-house against 

documented performance characteristics of that method.  

 Records of performance shall be maintained for future reference.
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ISO/IEC 17025:2005(E)

 Section 5.4.7.2

When computers or automated equipment are used for the acquisition, 

processing, recording, reporting, storage or retrieval of test or 

calibration data, the laboratory shall ensure that:

a) Computer software developed by the user is documented in 

sufficient detail and is suitably validated as being adequate for 

use;

NOTE: Commercial off-the-shelf software (e.g., word processing, 

database and statistical programs) in general use within their 

designed application range may be considered to be sufficiently 

validated.  However, laboratory software configuration/modifications 

should be validated as in 5.4.7.2a.
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Nomenclature

 Level I Validation

 Used for novel techniques (or major modifications of an existing 

technique) or pieces of equipment.  Requires extensive testing of 

most of the key elements and documentation.

 Level II Validation

 Used for minor modifications to existing techniques; software 

modifications; evaluation of COTS equipment.  Requires 

approximately 50-100 samples and documentation.

 Level III Validation (modified function/performance test)

 Used for equipment that takes no measurements or collects any 

analytical data (e.g., cameras, imaging systems, light sources).  

Requires only 10-25 samples and documentation.
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Nomenclature

 Exemptions

 It should be noted that certain equipment, like purely optical 

devices (e.g., magnifiers, stereomicroscopes), do not require 

validation testing or documentation. This would also apply to 

other equipment like scanners, optical microscopes, and 

commercial-off-the-shelf software packages (e.g., Microsoft 

Office, Photoshop). This type of equipment need only be tested 

to ensure that it is in good working order and no formal 

documentation of performance is required.
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Key Elements 

Validation Level I
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Key Elements – Level I

 The following elements should be considered (but not all of them 

need be addressed):

 Accuracy – agreement between accepted and obtained values.

 Precision – consistency of measurements.

 Range – upper/lower limits of detection (e.g., split depleted LP).

 Repeatability – intra-assay precision.

 Reproducibility – replication of data by another examiner.

 Robustness – efficacy of method to small variations in 

parameters.

 Specificity – ability to detect analyte in presence of other 

components.
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Accuracy/Precision

 Accuracy is the agreement between the accepted and the 

obtained value.

 Precision is the ability of a measurement to be consistently 

reproduced.

http://celebrating200years.noaa.gov/magazine/tct/accuracy_vs_precision.html (accessed 6/27/14)
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Range

 Range covers the upper and lower values of a particular analyte in 

a sample capable of being detected by a method.

 (e.g., the use of split depletion samples to create a range of 

amino acids or lipid concentrations to test amino acid or lipid 

reagents).

From:  Lee JL, Bleay SM, Sears VG, Mehmet S, Croxton R.  Evaluation of 

the Dimethylamino-cinnamaldehyde Contact Transfer Process and its 

Application to Fingerprint Development on thermal Papers. J Forensic 

Ident. 2009;59(5):551.
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Repeatability

 Repeatability – intra-assay precision; measurements by one 

person or instrument on the same item (and over a short time 

interval).

 Can one examiner using a particular instrument (e.g., GC-MS) 

or method (e.g., ninhydrin) process the same sets of samples 

on different days and obtain the same (or similar) results that 

are acceptable?
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Reproducibility

 Reproducibility is the ability of a result to be replicated by someone 

else independently.

 Can multiple examiners using a particular instrument (e.g., GC-

MS) or method (e.g., ninhydrin) process the same sets of 

samples and obtain the same (or similar) results that are 

acceptable?

 Can the technique be reproduced by a competent practitioner in 

another laboratory with the same equipment and resources?
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Robustness

 Robustness – The resistance to small variations in method 

parameters.

 Use of multiple substrate types.

 Use of multiple donors/samples.

 Changes in environmental conditions (e.g., temperature, %RH).

 Changes in concentrations of certain components of a method 

(e.g., changing the concentration of ferric nitrate in PD to see if 

it changes the expected result).
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Specificity

 Specificity – The ability to assess an analyte in the presence of 

other components.

 Does the method successfully develop the latent print without 

developing the background substrate as well (e.g., using 

powder suspensions on methacrylate-based adhesives)?

 Does the presence of interfering species cause the reagent to 

become less effective or even ineffective (e.g., the presence of 

calcium ions on paper causes the reagent physical developer to 

bind indiscriminately)?  
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Key Elements 

Validation Levels II/III
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Key Elements – Levels II/III

 Remember – Validation Levels II/III ≠ Empirical Research

 Previously tested methods or pieces of equipment ( i.e., 

COTS) that have been validated/tested or published in peer 

reviewed publications do not require extensive 

testing/experimentation.

 These validation tests can focus primarily on repeatability 

testing; however, in rare cases (e.g., satellite laboratories), 

reproducibility would also have to be addressed.

 Where applicable, the use of stock “test sets” to test 

software (e.g., ULW, FISH) can significantly increase 

efficiency when conducting these types of validation tests.
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Documentation
 The Laboratory Research 

Proposal Form formally 

initiates the research 

process.

 Accompanied by: 1) design 

of experiment(s), 2) detailed 

cost estimate, and 3) 

literature review.

 The Method/Equipment 

Validation Form completes 

the formal process with 

approvals and impact on 

laboratory SOPs. 
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Sample Plan with Cost Estimate
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Method/Equipment Validation Form

 Ensure that the results are summarized and that each participant 

and reviewer of the work product signs and dates the validation 

form.

 Reviewers should consist of (but not potentially be limited to):

 Section/Unit supervisor

 Subject matter experts (SMEs)

 Laboratory Director

 Chief/Senior Scientist (or similar position)

 Alternates/Designees (as needed)
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Documentation
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Health and Safety Impact

 Have health and safety personnel in 

your organization review the impact of 

the new equipment or method.

 Assess the impact of any new 

potentially hazardous chemicals. 

 Assess the impact of the new 

chemicals on waste disposal.

 Health and safety officer should sign off 

on the final documentation to confirm 

that this review took place.
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Silver Nitrate 

Validation Study
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Justification

 The international standard ISO/IEC 17025:2005(E), section 5.4.5.2, 

specifies that “The laboratory shall validate non-standard methods, 

laboratory-designed/developed methods, standard methods used 

outside their intended scope, and amplifications and modifications 

of standard methods to confirm that the methods are fit for the 

intended use.”  

 When substituting for a chemical in any reagent, including changes 

in reagent grade/purity and/or manufacturer, a validation study must 

be conducted to ensure no loss of process efficiency will occur.  

 The performance of a new chemical must be compared directly 

against the effectiveness of the current, validated method. 
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Background

 A chemical that meets the 

requirements of the U.S. 

Pharmacopeia and is acceptable 

for drug, medicinal, food, and 

laboratory use is labeled as USP 

grade.

 Chemicals labeled as technical 

grade are typically less pure than 

the other two grades.  Technical 

grade chemicals are acceptable 

for industrial or commercial use, 

but they are not pure enough for 

drug, medicinal, or food use.  
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Background

 The price of silver nitrate in 

recent years has increased 

significantly, making the cost of 

the overall PD reagent more 

expensive.  

 The use of a lower grade of silver 

nitrate could be more cost-

effective; however, the potentially 

adverse effects of using the 

lower grade chemical and its 

potential impurities are not 

known. 
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Methodology

 Experiment 1: 4 females/5 males.

 101 depletion strips (6 per strip).

 Experiment 2: 4 females/6 males.

 101 depletion strips (6 per strip).

 Latent prints were aged from 2-12 months prior to processing.

 Evaluators were: a non-expert; 2nd year trainee; and three IAI 

certified examiners with 13, 23, and 30 years of experience.



Robert Ramotowski          11 August 2017

U.S. Department of 

Homeland Security

United States

Secret Service

32

Methodology

 Sears, V.G.; Bleay, S. M.; Bandey, H. L.; Bowman, V. J. A Methodology for 

Finger Mark Research. Sci. Just. 2012, 52 (3), 145–160.  

 International Fingerprint Working Group (IFRG). Guidelines for the Assessment 

of Fingermark Detection Techniques. J Forensic Ident 2014;64(2):174-200. 
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Materials

 Substrate A: Premium white copy paper (Hammermill; 28#, 100)

 Substrate B: White photocopy paper (Xerox; 20#, 92)

 Substrate C: Steno notebook paper (Quill, 6” x 9”, Gregg ruled)

 Substrate D: Newsprint (Washington Post Express)

 Substrate E: Newsprint (Washington Post)

 Substrate F: Manila envelope paper (Quill, 28#)

 Substrate G: Brown Kraft paper (Uline)



Robert Ramotowski          11 August 2017

U.S. Department of 

Homeland Security

United States

Secret Service

34

Evaluation/Scoring

 McLaren C, Lennard C, Stoilovic M. Methylamine Pretreatment of Dry Latent 

Fingermarks on Polyethylene for Enhanced Detection by Cyanoacrylate Fuming. J 

Forensic Ident 2010;60(2):199-222.
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PD Working Solution (Current SOP)

Redox Solution

 30 g ferric nitrate

 80 g ferrous ammonium sulfate

 20 g citric acid

 900 mL RO/DI water

Detergent Solution

 3 g n-dodecylamine acetate

 3 mL Tween 20

 1 L RO/DI water

Silver Nitrate Solution

 10 g silver nitrate

 50 mL RO/DI water

Malic Acid Solution

 25 g malic acid

 1 L RO/DI water

PD Working Solution

 900 mL Redox Solution

 40 mL Detergent Solution

 50 mL Silver Nitrate Solution
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Results – ACS vs. USP
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Results

 (l) An image of the first three depletions in the 

series of a sample from Experiment 1 in which 

the majority of evaluators selected the right 

side as being superior (the PD containing the 

ACS grade silver nitrate). 

 (r) An image of the first three depletions in the 

series of a sample in which the majority of 

evaluators selected the right side as being 

superior (the PD containing the USP grade 

silver nitrate).
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Results

 An image of a sample from Experiment 1 that 

resulted in mixed voting.  

 In this sample, the PD containing the ACS grade 

silver nitrate processed sample is on the left and 

the PD containing the USP grade silver nitrate 

processed sample is on the right.  

 There was one vote for 0 and two votes each for +1 

and -1.
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Results – ACS vs. Technical
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Results

 (l) An image of the first three depletions in 

the series of a sample from Experiment 2 

in which the majority selected the right 

side as being superior (the PD containing 

the ACS grade silver nitrate). 

 (r) An image of the first three depletions in 

the series of a sample in which the 

majority selected the right side as being 

superior (the PD containing the technical 

grade silver nitrate).
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Results

 An image of a sample from Experiment 2 that 

resulted in mixed voting.  

 In this sample, the PD containing the ACS grade 

silver nitrate processed sample is on the left and 

the PD containing the technical grade silver nitrate 

processed sample is on the right.  

 There was one vote for 0, two for +1, and one each 

for -1 and -2.
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Discussion
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Conclusions

 Raw data is backed up on agency network.

 The PD working solution prepared using the USP grade was found 

to produce better results in 27% of the samples compared to 5% of 

the time for the ACS grade. 

 The PD working solution prepared using the technical grade was 

found to produce better results in only 17% of the samples 

compared to 10% of the time for the ACS grade.

 There was a tendency at the lower end of the experience scale to 

determine that the two halves of a sample were equal (i.e., a grade 

of 0).  The three IAI certified examiners were more likely to choose 

one side as being of better overall quality. 
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Conclusions

 Based on these results, a lower grade of silver nitrate (e.g., USP, 

technical) could be used in the physical developer working solution 

and that it would be more cost effective to forensic laboratories 

without sacrificing the overall quality of fingerprint development. 
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